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Abstract

A micropayment system, in the context of this report, is defined as a system that is designed
to handle payments as small as €1 or less. There are a number of such payment systems on the
market today such as PayPal, Paynova, and i-mode. There are also a number of payment
systems that have disappeared such as Beenz and Millicent, and there are most certainly a
number of new payment systems being developed by companies worldwide.

The purpose of this report is to identify the key factors determining the success or failure of a
micropayment system. Through analysis of the differences between normal payment systems
and micropayment systems a hypothesis was formed, stating that the most important
characteristics of micropayment systems are ease of use, pervasiveness, fixed transaction cost,
and transaction speed.

Over 120 differing payment solutions were found through market research, mostly using Internet
sources. These were classified into the subgroups electronic check, buyer-initiated bank transfer,
merchant-initiated bank transfer, prepaid merchant account, prepaid merchant voucher, invoice,
and payment relationship sharing.

An analysis was carried out focusing on those payment systems that represent success stories
such as i-mode and PayPal, and those that represent failure stories such as Beenz and
Millicent. A number of interviews were also carried out with relevant companies in
Stockholm, Tokyo, and San Francisco. The following conclusions were reached:

¢ A payment solution’s likelihood of success increases significantly if it builds upon an
existing billing relationship between a company and its users.

e Trust is more important than security. Users and merchants are more likely to use an
insecure payment system from a trusted company than a secure payment system from
an untrusted company.

® The hypothesis about which characteristics are most important for a micropayment
system was supported by the research. However trust appears to the single most
important characteristic, and should be added to the top of the list.

e Jtis extremely difficult for new payment systems to achieve widespread acceptance.
Any company that wishes to enter this area must have plenty of capital, be willing to
wait years before return on investment, establish partnerships with major trusted
companies that have existing payment relationships with millions of users (for
example banks and telecom operators), implement a technical solution that is fast and
easy to use for all parties, and make sure that both merchants and buyers actually
benefit from the new payment system.
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Sammanfattning

Ett mikrobetalningssystem definieras i denna rapport som ett system dmnat for att hantera
betalningar pa upp till €1. Ett flertal sidana betalningssystem finns pa marknaden idag, sisom
PayPal, Paynova och i-mode. Det finns ocksa ett antal betalsystem som har forsvunnit sisom
Beenz och Millicent. Sikerligen utvecklas det dven nya betalningssystem hos flera bolag runtom i
virlden.

Syftet med detta examensarbete dr att identifiera de faktorer som starkast paverkar ett
betalsystems framgang. Genom analys av skillnader mellan vanliga betalsystem och
mikrobetalsystem formulerades hypotesen att nykelfaktorerna fér ett mikrobetalsystem ér
anvindarvinlighet, spridning, fast transaktionskostnad samt transaktionshastighet.

Over 120 olika betalsystem hittades genom en marknadsunderskning, mest genom
Internetkillor. Dessa klassificerades sedan i grupperna elektronisk check, képarinitierad
bankéverforing, saljerinitierad bankéverforing, forbetalt konto, forbetalt virdebevis, faktura samt
delad betalrelation.

Den for rapporten grundliggande analysen fokuserades pa de betalningssystem som representerar
en framgang saisom i-mode och PayPal, och de som representerar ett misslyckande sisom Beenz
och Millicent. Ett antal intervjuer gjordes ocksa med relevanta bolag i Stockholm, Tokyo och San
Francisco. Slutsatserna ir foljande:

e Framgangsmojligheterna for ett betalningssystem okar visentligt om det bygger pa en
existerande betalningsrelation mellan ett féretag och dess kunder.

e Tortroende dr viktigare an sikerhet. Képare och handlare anvinder hellre ett osakert
betalsystem fran ett betrott bolag dn ett sikert betalsystem fran ett okint bolag.

e Hypotesen angiende nyckelfaktorerna f6r mikrobetalsystem stods av undersékningen.
Dock verkar fértroende vara den overligset viktigaste faktorn och bor placeras hégst pa
listan.

e Det ir mycket svirt for nya betalsystem att uppna bred acceptans. Ett bolag som vill
lyckas pa detta omrade maste ha gott om kapital, vara villig att vinta dratal innan vinst,
etablera partnerskap med stora vilkinda bolag med existerande betalrelation med
miljontals anvandare (till exempel banker och telekomoperatorer), implementera en
teknisk 16sning som 4r snabb och litt att anvinda for all involverade parter, samt se till att
systemet innebir konkreta fordelar f6r bade képare och handlare.
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Chapter 1 Preface

1.1 Background

This master’s thesis is part of the 4.5 year Master of Science program at KTH (“Kungliga
Tekniska Hogskolan”, or “Royal Institute of Technology”), Stockholm. I paused my
studies there in 1998 to pursue a career as an entrepreneur. It started with Netbreeze, a
small company through which I did freelance consulting within software design. It then
continued with Goyada, a company that creates, aggregates, and distributes mobile
services and m-commerce systems. I am now in the process of starting up a third
company, this time within the mobile applications field.

In early 2002 Goyada released an online payment solution named YadaPayment. In
conjunction with designing and implementing YadaPayment I concluded that this would
be an interesting topic for a master’s thesis, and that the thesis could help us identify the
best strategic direction for YadaPayment in the future.

This thesis is what you are now holding in your hand, or reading online. The work was
sponsored by Goyada and carried out on a part-time basis during the period June to
November 2002. The examiner was Carl-Axel Engdahl of the Department of Applied
Information Systems, KTH, and the supervisor was Erik Landberg, chairman of the
board at Goyada.

1.2 Intended audience

Being a teacher at heart I like to describe things in a clear and simple way with plenty of
metaphors and examples. My goal was that people with no knowledge of payment
systems and e-commerce should be able to read and enjoy this report. For this reason I
have used as little technical jargon as possible and those terms that I have used are
clarified using footnotes.
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Chapter 2 Introduction

There is a common saying on the Internet: “Information wants to be free”. The problem
is information is not free. Information is ultimately produced by people, either indirectly
or directly, and most people need money to live.

People are used to paying for physical products such as books, magazines, and videos.
This is because it is expensive to create and distribute physical books, magazines and
videos. Distribution of content through Internet is virtually free in comparison, but there
is still a cost. Web servers, streaming servers, robust hosting environments, servers, and
fast Internet connections all cost money, and there is of course still the cost of creating
the information the first time.

Consequently it does not make sense to distribute information services for free —
someone has to pay. It does not either make sense to charge large amounts of money for
information services, since the distribution costs are significantly lower than for
corresponding physical distribution.

Physical information products are often distributed in chunks. Magazines and
newspapers, for example, usually contain a large number of articles. On the Internet,
however, a user might only want to download one single article.

There is obviously a need for some way to accept small payments online. There should
be some way to pay €0.01 to view a single magazine article, or pay €1 to buy a better set
of hockey clubs in an online hockey game.

These types of small payments are known as wicropayments. There is no exact definition of
how small a payment must be to be considered a micropayment, so in this report I will
place the threshold at €1.

There are literally hundreds of online payment systems available such as PayPal,
ClickMiles, Cybergold, Cybermoola, E-gold, FirstLook, FreeRide, GiantRewards, iWon,
Memolinks, Millicent, Mint, MyPoints, PointClick, TargetShop, Visa, and many more.
Some require you to pre-deposit money in an account, some identify you via your cellular
phone, some are virtual currencies that only work online, some work like electronic
checks, and some provide the electronic equivalence of cash in your pocket. Most
Internet users have not heard of more than two or three of these, if any.

Very few payment solutions have succeeded in any global scale, especially when it comes
to handling of micropayments. Why is this? Why have certain payment solutions become
widely established while others have faded away? This report attempts to find out what it
takes to make a micropayment system succeed.
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Chapter 3 Purpose of this report

This mastet’s thesis is an attempt to identify the key characteristics determining the
success or failure of a micropayment system. This will be done in the following steps:

e Identify the key characteristics of payment systems in general.

e Gather a list of known payment systems today on various markets, classify them
into groups, and compare their characteristics and level of success.

e Interview relevant companies in three different markets: Sweden, Japan, and
USA.

e Take a closer look at some of the micropayment systems and determine why they
have succeeded or failed.

e Identify the most important factors determining the success or failure of a
micropayment system.
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Chapter 4 Scope and methodology

In order to limit the scope this report will focus mostly on small payments from buyers
to merchants. Large payments and person-to-person payments will only brought up
when necessary.

The task of determining what makes a micropayment solution succeed is by no means an
exact science. Any strictly scientific or statistical analysis of all the available data would
require far more work than is warranted for a master’s thesis project. Instead I will try to
get a broader view of the topic and establish a conclusion based on subjective
observations and deductions.

There will be three key processes in this report — establishing a theoretical model,
gathering information, processing information, and forming a conclusion.

The theoretical model will be established by establishing a vocabulary and then analyzing,
from a theoretical perspective, the fundamentals and key characteristics of payment
systems in general.

Gathering of information will be done through:
e Personal interviews with payment system providers and merchants in several
different countries.
e Published material in books, magazines, newspapers, and on the Internet.
e My own personal experience within the field.

Processing of information will be done by creating a database of all payment solutions
and identifying common denominators between them in order to define a smaller set of
payment system groups. A few representative payment systems from each group will be
analyzed further by gathering facts such as number of users, costs, technical solution, etc.
A subset of the representative payment systems will be further classified as success
stories or failure stories.

The conclusion will be formed using a combination of deduction and induction to
identify general patterns that appear to determine the success or failure of a payment
system.

The conclusion will be general in nature. Goyada, who sponsored this project, will

receive a more specific analysis relating to Goyada’s product suite YadaPayment. The
more specific analysis is confidential and will not be included in this thesis.
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Chapter 5 What is a payment system?

The term payment system is, in the context of this report, defined as a collection of
technologies, laws, protocols, and customs that make it possible for people and
companies to pay money to each other. Payment systems are one of the fundamental
pillars of modern economies. Some examples of widespread payment systems are cash,
credit card, and check.

5.1 What is money?

One of the most important concepts of any payment system is zoney. Money is the term
used to represent purchasing power within a payment system, in the same way that
weight is the term used to describe how heavy something is. Money can be represented
by different types of currencies such as US dollars and Euro, just as weight can be
represented by different types of units such as kilograms or ounces.

A payment system must address many questions related to money. How do you know
how much money you have? Where is it stored? How do you access it? How does the
system keep track of who owns which money? How does money change ownership?
Which currencies can it handle? How do you withdraw money from this system into
another system? Are monetary transactions traceable?

Any given set of money has at least the following characteristics:

¢ Amount — how much money is in the set. For example 30.

e Currency — what type of money is in the set. For example Yen, Swedish Krona,
MyPoints, free pizza coupons, promissory notes, etc.

e Form — the physical representation of the money. For example physical cash,
electronic cash, or account.

e Location — where is the money located. For example in my pocket, in the top
drawer of my desk, in a specific bank account, or in a smart card.

Below is an example of different types of money that one person might possess:

Amount Currency Form Location

40,000 Swedish Krona Electronic Account #123456 at
Skandiabanken, Sweden.

30 Euro Physical cash My pocket

1000 Yen Electronic cash | Suica card ‘in my pocket

80,000 Eurobonus points Account SAS

500 MyPoints Account MyPoints.com account
named hkniberg

2000 US dollars Physical cash Locked in my safe at
home.

Not all money can be used everywhere, it is up to each merchant (and to a certain extent
the laws of the country in which the merchant operates) to decide which types of money
he accepts. US dollars are accepted in most parts of the world, although for large
payments it is in some cases only accepted in electronic form (for security reasons).

* A Japanese contactless cash card that stores money for use when travelling by train
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MyPoints are only accepted by specific merchants such as Kmart, Barnes & Nobles, and
Hollywood video. Eurobonus points are only accepted by SAS and its partners.

In many cases it is possible to transform money from one currency to another. At most
airports you can hand in physical dollar bills and receive corresponding bills for the local
currency, such as SEK. Using a bank teller machine in Japan it is possible to take out
physical JPY bills from a bank account that contains USD.

The Jocation of the money determines which payment systems it is available in. Some
payment systems handle multiple currencies and some currencies can be used in multiple
payment systems. For example I might have physical Euros in my pocket, electronic
Euros in a bank account, and electronic Yen in another bank account.

5.2 Forms of money

There are basically three forms in which money can be stored — physical cash, electronic
cash, and bank accounts.

5.2.1 Physical cash

The most common representation form of money today is cash. Cash is represented as a
set of physical tokens that are generally accepted as having a certain value. Cash must be
easy to carry around and must be easy to divide into smaller pieces and aggregate into
larger pieces. Examples of cash are valuable metals such as gold and silver, printed bills,
coins, cigarettes, etc. Basically any type of physical token that is accepted as a having a
certain given value in a given society.

In our society today cash is usually represented as paper notes and metal coins that are
backed by a government and distributed by a central bank.

The saying “cash is king” certainly has some truth to it. Cash is a very simple and
convenient payment system. If I want to buy a book I can go to a bookstore, take out
some bills from my pocket, and pay for the book. No identification is necessary, no
signing of papers, no logging in, etc. Ownership of cash is based on a very simple model
— the person who is in physical control of a coin is the owner. If one person gives a coin
to another there is very little risk of the coin disappearing or being duplicated along the
way. No audit trail is left, i.e. no one can trace my spending habits if I only use cash.

So why don’t we just stick to cash? The fundamental problem with cash is that it gets
complicated if two people want to exchange money without meeting physically. I could
send you cash in an envelope or perhaps involve a third party who in turn can meet you,
but that slows down the transaction considerably and introduces a host of new issues
related to security and trust. Other representation forms for money are more suitable in
that case.

Another problem with physical cash is that a currency typically has a fixed set of
denominations, which makes it difficult to handle extremely large or extremely small
transactions. For example Swedish Krona is available in the following denominations: 50
ore (= a half Krona), 1kr, 5kr, 20kr, 50kr, 100kr, and 500kr. This means it is impossible
to make a payment of 1.34 kr with physical cash. Large payments, for example one
billion kr, are inconvenient due to the large number of bills required. Apart from the
obvious security risk, just counting the bills would take extremely long time.
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Physical cash
Advantages Disadvantages

e Buyer and seller can remain e Money doesn’t know its owner.
anonymous. e Difficult to trace when stolen.

e Easy to use and understand. e Bulky.

e Difficult to duplicate cash. ¢ Difficult and expensive to

e Can be moved around without transport over large distances.
involving external parties. e Easy to lose without trace.

e Guaranteed payment — the physical e Impossible to handle transactions
handover of cash completes the smaller than the lowest currency
transaction. denomination.

e Can’t be stolen without physical ¢ Difficult to handle very large
contact. transactions.

e Stable representation form, can’t be e Problem with lack of change
destroyed without physical contact. sometimes.

¢ You can see how much money you
have without involving external
parties.

e No transaction cost.

[ ]

Does not require a working legal
system. If a society breaks down

goods such as food and cigarettes
can still be used as cash.

5.2.2 Electronic cash

Electronic cash is similar to physical cash except that it is, well, electronic. Since you can’t
carry around electrons they must be stored inside some kind of device. The device must
be small enough to be portable yet sophisticated enough to make it difficult to tamper
with. Unless the electronic cash storage device is very advanced, a separate device may be
necessary in order to execute payments.

Small cards with microchips, commonly known as smart cards, are the most common
way to store electronic cash. The microchip contains software to store the money,
protect it, and safely execute transactions.

Just as with physical cash you carry it around and can therefore lose it without trace.
Unlike physical cash the money can be transferred between people without physical
contact. The money can also disappear or be duplicated without trace, which places
requirements on the payment system in order to minimize the risk of this happening.

There are many different payment systems based on electronic cash, some of these are
described in chapter 9.9.
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Electronic cash

Advantages Disadvantages
e Fasy to handle small transactions. e Fasy to lose without trace.
e Can be moved around without ¢ In many cases requires a separate
involving external parties. device in order to:
e No problem with change. O make payments
e Amount of physical space fixed, not © lsnee how much money you
ave

relative to amount of money.
e Volatile, can be destroyed without

physical contact.

e DPurchases can be made without

physical contact.

e Can be anonymous or non- e Requires a working legal system.

anonymous.

5.2.3 Bank accounts

- “What is cyberspace”?
- “Cyberspace is where your bank is storing your money right now”

The definition of the term bank according to Webster’s unabridged dictionary is: “An
establishment for the custody, loan, exchange, or issue, of money, and for facilitating the
transmission of funds by drafts or bills of exchange; an institution incorporated for
performing one or more of such functions, or the stockholders (or their representatives,
the directors), acting in their corporate capacity.”

The definition of account is “A registry of pecuniary transactions; a written or printed
statement of business dealings or debts and credits, and also of other things subjected to
a reckoning or review; as, to keep one's account at the bank.”

For the purpose of this report a bank is an institution that lets you transform your cash
into virtual money. Virtual money exists but has no physical form and no physical
location. Electronic money is the most common form of virtual money, but strictly
speaking virtual money does not have to be electronic. I can run a bank with nothing but
paper pencil to keep tabs of accounts, balances, and transactions.

When you put money into a bank account your money is no longer physical, i.e. it is not
placed in a physical box with your name on it, the bank clerk cannot point to exactly
where your money is located. Hence the quote “Cyberspace is where your bank is storing
your money right now”.

When your money is in a bank account you can no longer easily walk down to a
bookstore and buy a book by handing coins to the merchant — you have to go the bank
to take out your money or write a check. However your money in the bank can be used
to efficiently pay money to people without having to physically meet them, especially if
the bank is part of an international network. If a merchant has an account in the same
bank as you, you can call the bank and have them transfer the money to the merchant’s
account. If your bank account is connected to a credit card you can make a purchase
over the Internet and the seller can deduct your account himself.

Payment systems based on bank accounts must address a large number of issues such as:
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Who is allowed to access the account?

How do people withdraw or deposit money from the account?

How do people identify themselves when trying to gain access to the account?

How do people make payments to merchants from the account?
What interest rates should apply to the money stored in the account?

What costs should be involved when doing monetary transactions with the

account?

What type of historical information should be stored and who should be allowed

to access it?

What policies apply when moving money to or from a different bank?

Cash-based payment systems and account-based payment systems coexist peacefully and
will probably continue doing so because they do not compete. Cash has certain
advantages that bank accounts can’t match and vice versa.

Bank account

Advantages

Disadvantages

Difficult to lose or steal money
without trace

Money can know its owner.

Can be anonymous or non-
anonymous.

Large and small transactions can be
handled just as easily

No problem with change.

Does not occupy any physical space
for the owner.

Purchases can be made without
physical contact.

Money cannot be used or moved
around without involving third
party.

Centralized storage of money
means that in catastrophic cases
large amounts of money can be
lost without trace.

Requires a working legal system.
You cannot see how much money
you have, only what the bank tells
you.

5.3 Characteristics of a payment system

A payment system can be evaluated based on a number of different criteria.

5.3.1 Security

When somebody makes a payment to somebody else there are all kinds of things that can
go wrong due to technical problems, misunderstandings, criminal activity, or any other of
a number of reasons. Here are some examples of what can go wrong:
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e Too much or too little money was paid.

e The payment wasn’t completed.

e The money was deducted from the buyer but not credited to the merchant, i.e.
the money disappeared.

e A third party gained access to information enabling future criminal activities such
as stealing from the buyer, repeating the same transaction in the future, posing as
the merchant in order to receive the money from future buyers, etc.

e A third party gained access to information about the transaction, thus comprising
the buyer’s personal integrity (assuming of course that the payment system was
supposed to protect the buyer’s integrity).

Security is often described using technical jargon such as digital certificates, key lengths,
man-in-the-middle attacks, encryption algorithms, signatures, certificate authorities,
revocation lists, and such. I prefer describing the security of a system in terms of what is
needed to break it, rather than what is there to protect it.

Authentication is the process of identifying someone or something and is the core of
most security systems. If a criminal can trick a payment system into thinking that he is
you he will most likely be able to do undesirable things with your money. All
authentication schemes are based on at least one of the following three:

e “Something you know”, for example identifying yourself by presenting a
password.

e “Something you have”, for example identifying yourself by showing a passport or
putting a smartcard into a card reader.

e “Something you are”, for example identifying yourself by placing your thumb
against a thumbprint scanner or by peering into a retina scanner.

All three authentication schemes can be forged with varying degrees of effort. It is rather
easy to pose as someone else if all you need is to know (or guess) his password, however
it is close to impossible to pose as someone else if you need to pass a retina scanner.

Visa is an example of an insecure payment system since authentication is based only on
“something you know”. All that is needed to gain access to somebody’s bank account is:

e Find out somebody’s credit card number, expiry date, and full name. This is not
so difficult; there are numerous illegal databases on the Internet containing stolen
credit card information.

e Setup a Visa-enabled merchant, or make a shady deal with an existing one.

¢ Debit the account.

Of course, if the victim notices that his account has been debited without his permission
Visa will attempt to force the merchant to refund the user, and if the merchant has
disappeared Visa themselves will refund the user. However this is an expensive and
cumbersome process. The user will be angry, and Visa cannot always be sure that the
merchant is the perpetrator since internet-based merchants don’t have a reliable way to
check that a credit card is being used by its registered owner.
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A smart criminal will deduct small amounts of money from many users rather than large
amounts of money from few users, since many users won’t notice a very small but
unidentified deduction in their bank account statement, and even if they do they are
unlikely to want to press charges for such small amounts.

Credit card information is difficult to protect since credit card details are usually clearly
printed on the card and are known by every merchant that the user has ever made credit
card purchases through. For an active credit card user that is a /zrge number of people,
each one a potential criminal who might misuse the information years later.

The Swedish bank SEB has a service that is a good example of a more secure payment
solution.

All users are issued a digipass, a small calculator-like device. When making a payment the
user must authenticate himself to the bank through a web interface as follows:

e The user enters his personal ID number on the bank website

e The bank website gives the user an 8 digit “challenge”.

e The user starts his digipass, enters his 4-digit personal pin code and the 8-digit
challenge. As a response he gets a temporary 6-digit login code.

e The user enters the 6-digit login code on the website.

e The bank uses cryptographic techniques to authenticate the user.

Digipaés o

A payment through SEB is considerably safer than a credit card payment since it is based
on “Something you have” (the digipass) as well as “Something you know” (the pin
code).

5.3.2 Ease of joining

If you live in Germany and receive your paycheck in physical DM bills you can walk
down to a store and purchase a book with that money. If you receive your paycheck as
an email through PayPal” it is not quite as easy. First of all you have to register on
www.paypal.com in order to actually receive the payment. Second of all the bookstore
clerk has to do the same thing in order to accept a PayPal payment. If you are standing in
the bookstore and want to pay with PayPal both you and the sales clerk would need
access to an Internet terminal as well.

* See chapter 9.1.1 for a description of PayPal
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Joining a payment system is the act of making that payment system and its currency
available to you for future purchases. For some payment systems, such as credit cards for
certain banks, this can be quite a cumbersome process involving phone calls, paper
forms, visits to the bank, costs, weeks of wait, etc. It may even be impossible to join
because your credit rating isn’t good enough, you are too young, you are not a citizen, or
you don’t have a bank account in a certain country. In other cases the process of joining
is simple or even transparent, for example joining a payment system based on electronic
cash cards may be as simple as walking into a store and purchasing a cash card.

The act of joining a payment system often involves some kind of link to another
payment system since it is usually desirable to be able to move money into or out of the
payment system. For example if you join PayPal you need an existing bank account to
link it to. If you purchase an electronic cash card you need to pay for that somehow — for
example using physical cash.

Payment systems that are complex or expensive to join must offer very significant and
obvious advantages to users, otherwise they will not obtain widespread acceptance.

5.3.3 Ease of use

Any payment system that is easy to use for users and merchants will be more likely to
succeed than an equivalent system that is complicated to use. A merchant wants to focus
on the customer and the sale, not the intricacies of the payment process. In the same way
a user who is confronted with a complex payment process will in many cases be scared
away, especially if the payment is small and unimportant.

Physical cash is easy to use — just hand your coin or bill to the merchant and the payment
is complete. Checks are also relatively easy to use, just sign a piece of paper and give to
the merchant. Internet banks are usually more difficult to use, for example SEB requires
a log in procedure using a separate physical device and multiple passwords.

5.3.4 Pervasiveness

A payment system with many users and many merchants is pervasive; a payment system
with few users and few merchants is not pervasive. Generally speaking, the more
pervasive a payment system is the more attractive it is to both users and merchants.

The need for pervasiveness is a “chicken and egg” problem that represents a large hurdle
for any new payment system starting with 0 users and 0 merchants. Users will only want
to join if there are many merchants, and merchants will only want to join if there are
many users.

The most pervasive payment system by far is physical cash. Cash is established as a
payment mechanism in almost all countries of the world and there is an established
system for exchanging cash of different currencies. Credit card systems such as Visa and
MasterCard can also be considered pervasive payment systems, with millions of
merchants in the world accepting credit cards and billions of users.

5.3.5 Cost

A payment system always has costs involved. Some costs are direct (i.e. transaction
related) such as the bank’s commission when processing a check; other costs are indirect
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such as the cost of purchasing a safe for storing physical cash. In some cases the user
bears the costs, in other cases the merchant or a third party bares the costs.

Physical cash is a relatively expensive payment system, although most of the costs are
indirect and invisible to users. Cash gets worn out and must be replaced, cash must be
stored in secure locations such as safes or locked cash registers, cash must be transported
safely, and since cash is easy to steal it must often be insured as well.

The following cost-related questions should be asked of any payment system:

e What does it cost to join the payment system? Who pays whom?

e What does a transaction cost? Who pays whom?

e What does it cost to move money from one place to another? Who pays whom?
e What does it cost to store money safely in a location? Who pays whom?

e What does it cost to produce new money? Who pays whom?

If a payment system is too expensive for users they will not use it. If a payment system is
too expensive for merchants they will not accept payments through it.

5.3.6 Credit

Some payment systems allow credit, i.e. a negative balance, and others don’t. Physical
cash does not allow for credit, because you cannot have a negative amount of coins in
your pocket. Some bank accounts and credit cards, however, do allow a certain amount
of credit. This is an important factor since it affects the level of trust needed between
buyers and sellers, and the financial risk that sellers must be willing to take.

5.3.7 Credibility

Credibility, or trust, is a “soft” factor that is nevertheless an important one. If a payment
system is based on a brand or currency that is widely recognized and trusted, more users
will be willing to use it and hence more merchants as well. Visa and MasterCard are two
brands that have achieved high credibility globally, while Millicent is a payment system
that few people have heard of.

Payment systems that are not based on well-known brands must find other ways to earn
the trust of its users.

5.3.8 Economic model

All payment systems involve costs in addition to the payment amount of a transaction.
For example when accepting a credit card payment a merchant must pay a certain fee to
the acquiring bank. The economic model of a payment system is described by analyzing
the payment flows within it — who pays who, how much, when, and for what?

5.3.9 Range of payment amounts

A payment system that is ideal for small payments might be unsuitable for large
payments, and vice versa.

Credit card payments have a transaction cost of approximately €0.5 which the merchant

pays to the credit card company. When a user makes a €1000 purchase the transaction
cost will be irrelevant, but when a user makes a €1 payment the transaction cost is

page 18



What makes a micropayment solution succeed

significant — the merchant will only receive 50% of what the user pays. For this reason
merchants typically don’t allow credit card payments below a certain amount.

Cash is suitable for payments in the range €0.05 - €10000. A payment of €0.001 is
impossible in many currencies due to the fact that they don’t have coins worth that little.
A payment of €1,000,000 is also difficult using physical cash due to the cost, bulkiness,
and risk of handling such large amounts of physical cash.

Thus, the range of payment amounts that can be handled in a payment system is an
important characteristic.

5.3.10 Personal integrity

A payment system that offers anonymous, untraceable payments is said to offer a high
level of personal integrity. This may or may not be desirable depending on the situation.
A drug dealer does not want the buyer to know who he is, and does not want anybody to
be able to find out the transaction has taken place. An honest person who has just
bought an expensive car, on the other hand, might want traceability so that he can prove
that he has paid in case of a conflict.

The level of personal integrity offered by a payment system can be described by the
following factors:

e Payer anonymity - Can the payer be anonymous?
e Payee anonymity - Can the payee (or merchant) be anonymous?

e Transaction traceability — Is it possible to find out information about historic
transactions?

Cash offers relatively high personal integrity. Transactions are not traceable, and the
payer and payee can be anonymous. However, for the payment to be convenient and
secure the payer and payee must physically meet, which can be seen as comprising the
anonymity of both the payer and payee.

5.3.11 Speed

In some cases transaction speed is essential. For example when paying a highway toll a
slow payment system that takes minutes to process a transaction could cause serious
traffic congestion. For small payments on the Internet users might be scared away if the
payment process takes too long time.

Suica is a Japanese contactless electronic cash card used for train fares, and is a good
example of a very fast payment system. All the user needs to do is hold the card over a
sensor while passing through the tollgate. The payment will automatically be deducted
from the card, no physical contact is necessary and the user doesn’t even have to stop
moving. The transaction takes about 1 second (in addition to the time it takes for the
user to dig the card out of his pocket). Another fast payment system is the payment card
used when crossing Oresundsbron (a bridge between Sweden and Denmark). The
payment can be registered from cars passing at speeds up to 70 km/h.

SEB is a relatively slow payment system since there are many steps involved in each
payment. The transaction time is at least 1 minute.
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In some cases the transaction itself is fast, but the clearing of the payment is slow, i.e. the
buyer perceives the payment as fast while the merchant perceives the payment as slow
since it takes a long time for him to actually receive the money. Credit card payments are
an example of this. It usually takes less than a minute for the user and merchant to
execute the transaction, but it may take several days before the merchant receives the
money.
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Chapter 6 What is a micropayment system?

A micropayment system is a payment system designed to handle small payments. For the
purpose of this report I will consider a micropayment to be a payment of €1 or less.

Why are small payments important enough to warrant a term of their own? Let’s look at
some typical payment amounts:

Item Sample cost (€)
Pay-per-view access to a single magazine 0.005 - 0.100

article

Chewing gum 0.1-0.5

Single MP3 song download 1-3

CD 5-25

Car 1,000 — 50,000

House 30,000 — 500,000

Oil tanker 100,000,000 — 300,000,000

Whenever a payment takes place there is a transaction cost. Sometimes the transaction
cost is clearly visible, for example the commission that Visa takes when executing credit
card transactions. In other cases the costs are much more indirect. When making a cash
purchase in a CD store there is no obvious transaction cost, but the fact that the store is
dealing with cash means it has to have cash registers and a whole set of security
procedures for safe handling of cash, all of which cost significant amounts of money.

Looking at the above shopping list it is difficult to imagine making all those payments
using a single payment system. Visa would work fine when paying for the house, but if
the candy store accepted credit card payments for chewing gum it would lose money
since the cost of processing the transaction would exceed the profit margin for chewing
gum.

The table below summarizes the importance of each payment system characteristic with
respect to payment size. Each row is a payment characteristic and the columns to the
right describe how important that characteristic is for small transactions compared to
large transactions.
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The importance rankings are based on the following index:

? = unknown, or varies
0 = unimportant

1 = relatively important
2 = very important

Characteristic Small Large Comments
payments | payments
Security 0 2 Losing €1,000,000 is a disaster,

losing €0.01 is not. Insurance
costs for large payments such as
infrastructure installments can be
as high as 40% in some Latin-
American countries.

Ease of joining 2 0 For small payments a user could
be scared away from the purchase
if the payment system is too
complex.

For large payments the transaction
itself is so important that any
difficulties involved when joining
the payment system are relatively
unimportant.

e}
e}

Ease of use Same as above.

Pervasiveness 2 0 It is not worth joining a new
payment system just to make one
single payment; it is only worth it
if the same system can be used in
many different situations.

Large transactions are less frequent
and more important; hence it
might be worth to join a payment
system for the purpose of just
being able to pay one merchant.

Transaction cost (fixed) | 2 0 A fixed transaction cost of €0.5 is
very significant for a €1 payment,
but insignificant for a €1,000
payment.

Transaction cost (%) 0 2 A transaction cost of 10% will not
amount to so much money for a
€1 payment, but will be quite
expensive for a €1,000 payment.
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Credit

A merchant is more likely to accept
giving €1 in credit than giving
€1,000 in credit. However with
large volumes the credit risk would
become significant for
micropayments as well.

Credibility

Losing €1,000,000 is a disaster,
losing €0.01 is not.

Range of payment
amounts

This is important for all payment
amounts. For small payment
amounts, it is important that the
currency contains small enough
denominations. For large payment
amounts, it is important that the
currency contains large enough
denominations.

Personal integrity

The personal integrity issues are
roughly the same for small and
large payments.

Transaction speed

Most people make small payments
relatively often and large payments
relatively seldom. Delays in
payment system transaction
handling would hence add up more
for the small payments than for the
large ones.

Clearing speed

Large payments must be cleared
fast since the potential interest
earnings for large amounts of
money are significant.

If the merchant could receive his
€1,000,000 today instead of next
week that will make a big
difference. However if the payment
amount is €1 it won’t matter much.

Of course, with large transaction
volumes the small payments would
add up and make the potential
interest earnings large again.

As the table above illustrates, small payments don’t prioritize the same characteristics as

large payments.
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The table below summarizes my hypothesis about which characteristics are particularly
important for micropayments as opposed to larger payments.

Important characteristics for
micropayments

Less important characteristics for
micropayments

Ease of joining

Ease of use
Pervasiveness

Fixed transaction cost
Transaction speed

e Security
e Relative transaction cost
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Chapter 7 What could micropayments be used for?

Imagine that you have an Internet micropayment system installed on your computer.
Whenever you come across Internet content that costs money, a small window pops up
asking if you agree to pay a certain amount of money. Pressing “pay” will cause the
corresponding payment amount to be added to the monthly bill from your Internet
service provider.

Internet payment confirmation

Would you like to pay €0.05 to New York
Times? Here is their description of what you
are about to pay for:

Article from 2002-07-01 entitled "ebay
announces plans to acquire PayPal"

Pay | Don't pay |

If the user gets tired of payment windows popping up all the time this can be extended
with configurable rules.

Rule configuration

When someone asks for a payment...

" Automatically refuse all payment requests.
(" Ask me every time.
« Automatically accept all payment requests that

are less than [€0.1 ~ |, up to a limit of €2.0 [v| per day.

" Automatically accept all payment requests.

Cancel | OK |

In which types of situations would this type of system be useful? This chapter lists some
examples of products and services that I believe would benefit from this type of
micropayment system.

7.1.1 Online magazines and newspapers

People are willing to pay for physical newspapers and magazines but tend to be less
willing to pay for the same kind of content on the Internet. One reason for this has been
the fact that most online magazines have been free. This is changing now as more and
more online magazines find it difficult to survive on banners and must start charging
their users.

The number of readers of a magazine decreases drastically when the magazine starts
requiring users to register. However if a pervasive micropayment solution such as the
one described above was installed on the user’s computer, and payments could be done
with a single click, I believe many users would find it is worth paying for example €0.05
to view an article.
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7.1.2 Online music and videos

A micropayment solution could be used to charge €0.01 to listen to a song directly online
or €1 to download it.

7.1.3 Software

Independent software developers could charge small amounts of money for their
software components. Today most software is either free or costs more than €3. A
micropayment solution would make it possible to charge for example €0.1 and thereby
hopefully find more buyers.

7.1.4 Games

An online car game might charge €0.1 for a new set of tires, or a multiplayer boxing
game might charge €0.05 per match. Gambling and betting games are strong candidates
for these types of payment solutions.

7.1.5 Message bridging

Email is usually free but people would probably be willing to pay for services such as
sending fax, paper invoices, physical postcards, or SMS.

7.1.6 Alerts

It is possible to charge for services such as stock price alerts or weather alerts sent to a
cell phone while sailing. These could be initiated through the Internet in which case the
proposed micropayment solution could be used.
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Chapter 8 How is success defined?

The title of this report is “what makes a micropayment solution succeed”. This leads to
the question “when is a payment solution considered to be successful?”

First of all it is important not to mix up payment system characteristics with level of
success, since most of these are orthogonal. Bad payment solutions can succeed and
good payment solutions can fail.

If payment solution A has very many users and solution B has very few users it is
tempting to conclude that solution A is more successful. But what if the users of A are
unwilling, dissatisfied users, while the users of B are extremely satisfied? Which is more
successful, the solution that most people use or the solution that most people like? What
if we have a solution C with very few users but extremely high transaction volumes —
which is most successful now, the solution with most users, most satisfied users, or most
transactions?

This report is intended to be helpful to companies that plan to create or use payment
systems. I will assume that such companies would consider a payment solution that
generates a large number of transactions to be more successful than a payment solution
that doesn’t — regardless of the actual satisfaction of the buyers.

Thus in this report I will use transaction volume to define the level of success of a
payment solution.

Since information about transaction volumes is not always available I will also consider
the number of active users, i.e. users that use a payment system at least once per month.
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Chapter 9 Existing payment solutions

There are many existing payment solutions. During this project I have compiled a
database of over 120 payment solutions and I believe there are many more. Since many
are similar in nature I have grouped them into categories. For each category I will
describe the payment process using a diagram, discuss the advantages and disadvantages,
and provide a sampling of existing payment solutions that fit into that category.

Some payment systems are based on aggregating other ones; these are added under the
category “mixed payment solutions”.

9.1 Electronic check

An electronic check is a digital token that lets a person withdraw money from another
person’s bank account at a later date. It is the digital equivalence of a physical bank
check. When a buyer gives a check to a merchant, the merchant does not receive any
money until he goes to the bank and cashes the check. At that time the check might turn
out to be worthless if the buyer doesn’t have the necessary funds in his bank account.

A sample payment scenario is illustrated below:

Joe
1234

Name:
Password:

Buyer's bank

A1. Log in and
create check

—>

Buyer's account
Name: Joe
Password: 1234

B2. Transfer money
A2. Send check *

i B1. Present check

Merchant Merchant's bank

&=

account
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Payment process:

Al.The buyer authenticates himself to the bank and asks for a check for a specific
amount of money to a specific merchant. The merchant identity is often
represented as an email address.

A2.The user sends the check to the merchant. In many cases the bank (i.e. the
payment provider) does this automatically. The merchant receives an email saying
that he has money to collect and provides information on how to collect it,
typically a web address that includes check-related codes.

Clearing process:

B1. The merchant authenticates himself to the buyer’s bank and presents the
electronic check. This is usually done by clicking on a web link inside an email
and then entering a password to authenticate himself. If the merchant was not
already a member of that bank he may have to become a member now.

B2. The buyer’s bank transfers the money to the merchant’s bank account. In some
cases the merchant must have an account in the same bank as the buyer, in other
cases the buyer’s bank can transfer funds to another bank.

This process may seem unnecessarily complex - why doesn’t the buyer transfer funds
directly to the merchant’s account in the first place? Sending a check instead of making a
direct payment is easier for the buyer because he can ignore details about how the
payment should be handled and doesn’t need to know details about the merchant’s bank
or account number. The payment is essentially made offline.

Electronic check

Advantages Disadvantages

e Buyer does not need to know where e More complex for the merchant.
the merchant wants the money. Instead of just receiving the

e Payments can be made to a money, he has to receive a check
merchant who is not yet a member and then cash it.
of the same payment system as the e Merchant is not sure that the
buyer. check is valid until he tries to cash

e The buyer is not required to trust it.
the merchant.

9.11 PayPal

PayPal is a virtual bank, i.e. a company that for all practical purposes is acting as a bank
but legally speaking is not. The definition of what is and what isn’t a bank is becoming
more and more blurry as companies like PayPal test the limits. In fact, FDIC (Federal

Deposit Insurance Corporation) may yet decide that PayPal is acting as an unauthorized
bank'.

PayPal allows users to deposit and withdraw funds and make payments through email.
Payments are initiated through PayPal’s website. However, instead of transferring the
money directly to the merchant’s account, an email is sent to the merchant. The email
acts like a check, i.e. the merchant must “cash” the check in order to receive the money.
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This is done by logging in to PayPal’s website and entering authorization information
that is in the email.

A large number of ways of paying and receiving money are provided by PayPal — you
could store money on a PayPal account or you could connect your PayPal account to
external bank accounts or credit cards, you could send requests for money via email
which essentially works like an electronic invoice, and you could invest the money in
your PayPal account in a fund to earn interest. PayPal even provides their own ATM-
compatible debit card.

PayPal is oriented towards person-to-person payments rather than buyer-to-merchant
payments. As opposed to many other payment systems PayPal lets you send money to
people that are not PayPal members — however the recipient must become a PayPal
member in order to receive the money.

PayPal is free for personal use while merchants have to pay a fee when receiving
payments’. Personal accounts cannot receive credit card payments. The fee for business
accounts is USDO0.30 per transaction plus 0.7% to 2.9% depending on the transaction
volumes and how closely affiliated with PayPal the business is. User and businesses
outside of the US can use the service but will be subject to higher fees, more complex
registration procedures, and more limitations.

9.1.2 PayDirect

PayDirect is a service offered by Yahoo which allows payments similar to the PayPal
model, i.e. sending electronic checks by email.

PayDirect’s advantage of being associated with a high profile brand such as Yahoo is
weighed down by its many disadvantages compared to competitors such as PayPal’:

e Works only in the US.

e Complex and slow registration process that includes waiting for a physical letter
to verify that your address is correct.

e No way to earn interest on money in PayDirect accounts.
e No debit card.
e Cannot transfer funds from PayDirect account to credit card account.

e Slow at transferring money to checking accounts (approximately one week,
compared to three days for PayPal).

PayDirect has tried to charge money for all transactions but around mid-2002 they
changed to a pricing model similar to PayPal, i.e. free for personal accounts that can’t
receive credit card payments. The fee for professional accounts is USD0.30 per
transaction plus 2.2% to 2.5% depending on transaction volumes.

9.2 Buyer-initiated bank transfer

In this type of payment solution both the buyer and merchant have a bank account, and
the buyer asks his bank to transfer money to the merchant’s bank. The banks can be real
or virtual.
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A typical payment scenario is illustrated below:

Joe
1234

Name:
Password:

~ 2.loginand
authorize payment

1. Request payment

Merchant

S ra

S
A W/irg =)

/

4. notify that payment
was successful

Name:

Password: 1234

3. transfer money

i

r Merchant's bank

Name: Amazon
Password: 5678

The merchant asks the buyer to pay. If the buyer is making an online purchase

the merchant can in many cases redirect the user’s web browser to an Internet
bank, complete with all the purchase request details (price, merchant’s account
number, etc). Note that step 1 is not strictly necessary, the buyer could in most
cases initiate payments on his own without waiting for a request from a

merchant.
2. 'The buyer authenticates himself to his

bank and authorizes the payment.

3. 'The buyer’s bank transfers the money to the merchant’s bank.
4. 'The buyer’s bank notifies the merchant that the payment was successful.

Buyer-initiated bank transfer

Advantages Disadvantages
e Secure, usually the buyet’s bank can e Requires technical integration
send a confirmation to the between the merchant and the
merchant that the funds existed and buyer’s bank
will be transferred. e No offline payments, i.e. both
e Simple payment model. buyer and merchant must be
e The buyer and merchant do not connected to the bank at the same
need to trust each other — they both time.
use the buyer’s bank as a trusted
third party.
9.21 SEB

SEB is a Swedish Internet bank that provides buyer-initiated bank transfers. To make a
payment the merchant redirects the user to the bank’s web-server with information about
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the payment. The user is presented with a login screen with a request for a digital
signature. Using a small physical device called a digipass he generates a digital signature
and logs in. He is then presented with information about the payment and asked to
authorize it. Authorization is done by generating a second digital signature using his
digipass. When the payment has been authorized he is redirected back to the merchant’s
website together with a digitally signed payment confirmation which proves to the
merchant that the payment was successfully initiated.

For more information about the SEB payment solution see chapter 5.3.1.

The cost for the buyer is €13 per year for access to the service, while transactions are free
of charge’. Merchants pay a startup fee of €220, a monthly fee of €22 per month, and a
transaction fee of €0.7°. The interest rate for money stored in a standard SEB account is
0.1%, or 0.85% if the account holds more than €10100.

9.2.2 Ebank, Japan

Ebank, founded in January 2000, is a Japanese bank focusing on small and frequent
Internet payments. As opposed to many other banks, Ebank's revenue model is not
primarily based on having customers with large accounts — it is based on earning money
from frequent Internet transactions’. Furthermore Ebank has chosen not to provide
some types of services that otherwise are common for banks, for example debit cards
and transfers to other banks.

Ebank was originally intended to run on Ericsson’s Jalda payment platform but they have
instead developed their own payment platform, due to the cost and complexity of
integrating with Jalda.

The registration process for new customers is inconvenient because Japanese banking
laws require bank customers to send in identification papers and a photograph. Once
that is complete, however, the payment process is as simple as most other Internet
banks. Since mobile Internet is very widespread in Japan Ebank aims to be the leading
bank for payments through cellular phones.

Buyers using Ebank are not subject to any costs and the interest rate of 0.1% is high by
Japanese standards. Merchants must pay a one time setup fee of €250 and a transaction
fee of 3.8%, with a minimum fee of €0.25 per transaction.

9.2.3 Beenz

Beenz.com was a company that provided a virtual currency called Beenz. It was similar to
an Internet bank except that the currency, Beenz, was not a real currency in any legal
sense. Beenz was founded in 1998 and closed down in august 2001.

1 Beenz corresponded to USD0.01 and could be purchased from beenz.com at that rate.
The process of purchasing Beenz was done using credit card. Once a user had created an
account and purchased (or earned) some Beenz, he could purchase goods and services
from any merchant who accepted Beenz. The merchant could then sell them back to
beenz.com at the rate of USD0.005 per Beenz. Thus the transaction cost for the
merchant was effectively 50% (unless the merchant spent the Beenz on other
merchants), making this one of the most expensive payments solutions available.
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9.2.4 E-gold

E-gold is an electronic currency, issued by e-gold Ltd., a Nevis corporation, 100%
backed at all times by gold bullion in allocated storage’.

E-gold works just like Internet banks such as SEB — users create E-gold accounts, store
money in them, and spend money with merchants that accept e-gold. The difference is
that the currency used is gold and other precious metals, so a uset’s account might
contain 30 grams of gold and 45 grams of silver. The money in the account is backed by
real gold stored in safe repositories in Dubai, Zurich, and London and certified by
London Bullion Market Association.

There is no cost when setting up an account’. For each transaction the buyer pays 1% of
the transaction amount, with a minimum fee of 0.000004 troy ounces of e-metal
(corresponds to €0.001) and maximum fee of €0.5.

In addition a storage fee of 1% per year is charged based on how much is in the account.
This is essentially a negative interest rate.

9.2.5 PayBox

PayBox, founded in Germany in 1999, is a mobile payment solution. Although the
authentication process is very different from internet-based payment solution such as
PayPal and SEB it is still a user-authorized bank transfer.

PayBox itself does not act as a bank, i.e. the company does not store any bank accounts.
Instead the buyer gives PayBox long-term permission to access his existing bank account.
The exact mechanism for this varies for each country, in Sweden this is done using a
system called Autogiro, which many Swedes use to simplify payment of monthly bills to
trusted merchants.

Once the registration process for a user is complete PayBox can make transfers on behalf
of that user. The purchase authorization works like this:

1. The merchant’s server connects PayBox server to request a payment.

PayBox server calls the buyer’s mobile phone, describes the purchase that is

being authorized, and asks the user to enter his pin code.

The user enters his pin code and hangs up.

4. PayBox server initiates a bank transfer and notifies the merchant that the
payment was successfully initiated.

5. After a day or so the money is transferred from the buyer’s bank account to the
merchant’s bank account.

»

In Sweden merchants using PayBox pay a one time setup fee of €550, a yearly fee of €88,
and transaction fee of 3%. In addition merchants must pay the bank a fixed transaction
fee of €0.2.

Users pay a yearly fee of €21.

9.2.6 Paynova

Paynova is a young Swedish company that provides a server-side wallet solution. To use
Paynova the buyer must first create an account and deposit money into it. This is free of
charge as long as the user deposits more than €11. When logged into the account the
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user sees a photo-realistic picture of a wallet complete with credit cards, cash, and
receipts. This wallet can be used to make purchases from merchants that have signed up
with Paynova.

Cash pocket Haa

71,00 SEK

F e

B it

Card Bank

Settings Halp Log out

Paynova is in most respects equivalent to a bank — the user deposits money into his
Paynova account (the “wallet”) and can choose when and how to deposit, transfer, or
withdraw funds. The main difference is that Paynova does not pay any interest.

Paynova is oriented towards micropayments and can handle payments as small as €0.1.

9.2.7 Mint

Mint is a mobile payment solution that was started in early 2000. It is similar to Paynova
and other server-side wallets in that the user can open an account and pre-deposit money
into it. When making purchases with Mint the buyer dials a merchant-specific phone
number and authorizes a payment. Depending on the configuration and the amount to
be paid the buyer may or may not be asked to enter a pin code. When the purchase has
been authorized Mint will credit the merchant and deduct the buyer.

Mint does not require the user to pre-deposit money. Users who pass a credit check can
receive a monthly bill instead, or have money automatically withdrawn from their bank
account in conjunction with purchases.

Although Mint was originally intended to replace cash and credit card as a payment
solution in physical stores, it is mostly widely used as a payment solution for parking fees.
When a Mint-registered person parks his car in Stockholm he does not need to seek out
the parking machine, instead he just calls a specific number using his mobile phone and
uses a simple touch-tone menu to indicate which type of parking zone he is in (they are
divided into cost categories). The exact location of the car does not need to be reported.

Furthermore, the user does not need to try to guess how long he will park (which is often
the case when paying using physical cash), instead he simply calls again when he wants
his parking permit to end.

A small sticker is used to tell the parking attendant that Mint is being used to pay for the
parking. The parking attendant uses his own phone to verify that the car is currently

“logged in” to the given parking zone.

The cost for the buyer is €0.5 per usage.
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9.3 Merchant-initiated bank transfer

Merchant-initiated bank transfers are similar to user-initiated bank transfers. The
difference is that in merchant-initiated bank transfers the buyer’s involvement is not
required when making a payment, as long as the merchant has the buyer’s account
information.

Usually the merchant asks the buyer to provide this information. Once that is done,
however, the merchant can make any number of withdrawals at any date. There is no
way for a buyer to control which merchants are allowed to withdraw money, how much,
and when. It is important for the merchant to convince the buyer that the account
information will be treated confidentially and that he will only be deducted for that one
purchase.

A typical (but simplified) payment scenario is illustrated below:

Account number:
1234-1234-1234-1234

Account number:
1234-1234-1234-1234

‘ 3. give account
1. give account number number 4. transfer money

1234-1234-1234-1234 i

Merchant #
-y pe ' Merchant's bank
'Q

‘_m

=7 W
L)

&

1. The buyer gives his account number to the merchant. Other information might
be required as well, for example account holder name or expiry date. This step is
only required if the merchant doesn’t already have the information.

2. The merchant contacts his bank and requests a withdrawal from the given
account number.

3. The merchant’s bank contacts the buyer’s bank to withdraw the money.

4. 'The buyer’s bank transfers the money to the merchant’s bank.

2. give account
number

3

Account number:
5678-5678-5678-5678

The diagram is a simplified view of the payment model, each individual payment system
has its own exact payment and clearing process which may add complexities such as
offline clearing, validation processes, etc.
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Merchant-initiated bank transfer

Advantages Disadvantages

e Simple. For repeated payments such e High level of trust needed between
as subscriptions the buyer only buyer and merchant, since the
needs to give account information merchant is entrusted to store
to the merchant once. account information.

e Payments can be offline. e Insecure. The buyer has little

e Only the merchant needs to control over who can access his
connect to the bank. account and how much is

withdrawn.

9.3.1 Visa / MasterCard

Visa and MasterCard are the two most commonly used payment schemes based on
account numbers. They appeared in the early 1960s and now have over 1.3 billion users
and $2.3 trillion of sales each year’. I will refer to these collectively as credit card solutions.

For credit card solutions it is strictly speaking not the account number that is being used
when making payments — it is the credit card number. Since the credit card number is
associated with a bank account it can be treated as an account number. The term credit
card has become a misnomer because credit card payments can be made without the
involvement of a physical card, and without the involvement of credit.

Neither Visa nor MasterCard require any authentication process for the buyer in
conjunction with purchases. This means that anyone who gets a hold of somebody’s
credit card number, name, and expiration date can make payments and purchases on that
person’s behalf. See chapter 5.3.1 for further discussion on credit card security.

Since protection of the credit card number is a critical weakness in the credit card
payment system a number of companies and technologies have attempted to address
this. This is usually done using one of the following strategies:

e Make sure nobody can eavesdrop when the user sends his credit card number to
a merchant. SSL." is often used to create a secure information channel between a
buyer’s web browser and a merchant.

e Store the credit card number with a trusted third party who can act as an
intermediary when making purchases. SET (“Secure Electronic Transaction”) is
an open-network payment-card protocol that provides this type of solution’.
Microsoft Wallet is also a solution designed to protect credit card information
using a trusted third party (MSN in this case).

e Virtual credit cards, i.e. temporary credit cards numbers that are issued for a
specific purchase. This type of solution is provided by Moneta Online in Italy'".

These security mechanisms are weak because all forms of protection become useless if
one single dishonest merchant decides to release the buyer’s credit card information.

* “Secure sockets layer”, a protocol developed by Netscape for transmitting private documents via the
Internet.
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The credit card fees for merchants and users vary depending on which banks are used.
The typical transaction cost for merchants is 1.5% to 4% of the purchase amount plus a
fixed transaction cost of €0.2 to €0.5". In addition there are usually monthly fees, one-
time setup fees, and other fixed costs.

9.4 Prepaid merchant account

In this type of payment solution the buyer pays money to one specific merchant upfront,
who maintains an account on behalf of that buyer. The account is deducted every time
the buyer makes a purchase or utilizes a service from that merchant. Some merchants use
this as a form of loyalty scheme by offering a high interest rate on deposited money.

This type of payment aggregation reduces overhead cost associated with payments. The

buyer makes one single payment upfront and can then make multiple smaller purchases
at later dates.
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The diagram below illustrates an example:

Name: Joe
Password: 1234

A1. deposit money

B1. make purchase B2. deduct prepaid

i account

‘Merchant

== Merchant's bank

A2. credit
prepaid
account
Pre aid“account =
P Merchant's bank
Name: Joe
account

Password: 1234

Prepayment process:
Al.The buyer pays money into the merchant’s bank account using any kind of
payment mechanism.
A2.The merchant creates a local account to keep track of the prepaid balance for
that user. This has nothing to do with the real bank account of the merchant; it is
just a virtual account to keep track of how much the buyer has consumed.

Purchase process:
B1. The buyer makes a purchase from the merchant.
B2. The merchant deducts the cost of the service from the uset’s prepaid account.
Note that this is not a transaction with real money, i.e. the merchant’s bank
account is not involved.

In this type of solution the merchant is essentially acting as its own virtual bank. The user

“deposits” money, which can only be spent with that merchant. In some cases it is not
even possible to withdraw the money.
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Prepaid merchant voucher

Advantages Disadvantages

e Less real payments means less e The user must trust the merchant
overhead cost for payment or he will hesitate to deposit
processing. money.

e Merchant does not have to take any e The user has no real control over
credit risks. when the merchant deducts his

e DPurchase processing is simple; the account and how much.
merchant does not have to interact
with any external payment systems
or accounts. No real money moves
anywhere during a purchase.

This payment solution has some attributes that are advantageous for the merchant but
disadvantageous for the user:
e User’s money is locked in with one merchant and can (in many cases) only be
spent with that merchant.
e The merchant earns interest on the user’s deposit (unless the merchant pays
interest back to the user).
e The user might not be able to withdraw the money if he wants to stop using the
service.

9.4.1 AT&T Prepaid Internet Service

AT&T provides a service where users can purchase Internet access on a prepaid basis'.
The user pays €10 for a specific number of minutes of Internet access. When connected
to the Internet AT&T will deduct the user’s prepaid account for each minute online.

A similar solution is provided by Swedish telecom operators, where users can purchase
prepaid codes used to pay for mobile phone airtime. However those prepaid accounts
can be used for services provided by third parties. Since the money is not locked with any
specific merchant I don’t classify this is a prepaid merchant account solution.

9.4.2 ICA Kort

ICA Kort is a loyalty program and payment scheme provided by ICA, a major food
retailer chain in Sweden. Members receive a payment card (a magnetic stripe card) and
are invited to deposit money into their ICA account. When making purchases, the
customer swipes his card at the cashier and enters a PIN code. The money is then
deducted directly from his ICA account. The advantage to the user is that he gets better
interest rate than most Swedish banks (3.6%)'*. He also receives loyalty bonus points that
translate into future price discounts. The advantage to ICA is that the customers are
more loyal and that payment processing for ICA cards is cheaper than credit card
payments.

9.5 Prepaid merchant voucher

Another way to implement a prepaid model is for the merchant to generate payment
codes, which is a form of currency that is only valid for a specific merchant. Instead of
using accounts to keep track of how much each user has deposited, the merchant sells
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payment codes to buyers. The payment codes can then be used at a later date to make
purchases.

This is illustrated in the diagram below:

Payment codes:

Payment codes:
10250
11344

-ﬂg’

‘ A2. Mark them B1. Buy service using B2. Mark 10250

A1. Buy three payment codes as sold payment code 10250 as consumed
©®8) Merchant @ ®g) Merchant

el
=t &=

10250 sold 46256~ | consumed

11344 sold 11344 sold

12530 sold 12530 sold

13888 13888

14010 14010

Payment code Payment code
database database

Prepayment process:

Al.The buyer purchases three payment codes using any payment mechanism.
A2.The merchant marks those codes as sold, to avoid selling the same codes to
another buyer.

Purchase process:

B1. The buyer purchases a service and uses payment code 10250 as currency.
B2. The merchant marks payment code 10250 as consumed, so that it can’t be used
again.

This is similar to a virtual currency, especially if the merchant prints payment codes on
bills and distributes them. However it is not a virtual currency because each bill can only
be spent once, after that it is worthless. For security reasons the physical payment code
distribution is often done using scratch cards. Once the card has been scratched and the
payment code revealed it is difficult to hide the fact that the payment code has been
used.

The prepaid voucher model is used by many telecom operators, for example the Swedish
operators Telia, Comviq, Vodafone, and virtual operators such as Tango and D-juice.
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Prepaid merchant voucher

Advantages Disadvantages
e Merchant does not need to keep e Risk of fraud, for example the
track of personal user accounts. person using a payment code isn’t
e Users can be anonymous. the one that bought it.
e Payments can be aggregated. e Distribution of prepaid codes is a
e A large distribution network can be security risk, since a prepaid code

must be treated as consumed as

used to sell prepaid codes, which :
soon as anybody has seen it.

means people can buy from the
merchant without coming into e Inconvenient and error-prone for
direct contain from the merchant. users to deal with long codes.

e No credit risk for the merchant.

e Many purchased prepaid codes will
remain unused, in which case the
merchant has received a payment
for nothing.

9.5.1 Comviq / Telia / Vodafone

The three telecom operators Comviq, Telia, and Vodafone each provide a prepaid
merchant voucher system in Sweden. The user obtains a prepaid voucher by walking into
any associated retail store and purchasing a scratch card, or through corresponding web-
based services provided by companies such as Goyada.

To use the voucher the user dials his operator and enters the prepaid code. After this the
operator will give the user a specific number of minutes of airtime.

9.5.2 PaySurf

PaySurf, provided by Myriad Communications L.td (MCL), allows users to purchase
access to Internet from public terminals on a prepaid basis". Below is a picture of a
PaySurf prepaid card:

Internel & Email
Access Card

F‘ £5 PaySurF PrePay X

| 123456789012345 |

Time Value - 2 Hours Access

hh'-'-“'-- o) 2000 wrwindowhivshcom g

Each card contains a unique 15-digit code. A person who possesses such a card could go
to an associated public Internet terminal, enter the code, and receive 2 hours of Internet
access. However the code cannot be used for any other purposes.

9.6 Invoice

In this type payment solution the buyer is invoiced for his purchases at a later date.
When and how the invoicing is done varies, for example after each purchase (impossible
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for micropayments), once per month, after a certain debt threshold has been reached,
etc.

This process is summarized in the diagram below.

‘ A2. Increase f B2. Pay

buyer's S
A1. Make dy B1. Send Invoice

purchase

v
B3. Reduce

m Merchant uyer's
%m

invoice

Joe €12.50
Lisa €0.90
Mattias €15.00

Debt database

Purchasing process:

Al.The buyer makes a purchase.
A2.The merchant adds the cost of the purchase to the buyer’s debt.

Clearing process:
B1. The merchant sends an invoice to the buyer for his accumulated purchases.

B2. The buyer pays the invoice.
B3. The merchant reduces the buyer’s debt by the corresponding amount.

Invoice
Advantages Disadvantages
e Payments can be aggregated into e Merchant must take significant
periodic invoices. credit risks.
e Little or no technical integration e  Usually requires significant manual
required. administration.
e Buyer does not need to join any e Payment clearing takes a long time.
particular payment scheme; he just
needs to provide an invoicing
address.

Since invoicing is such a common payment model I will not describe any concrete
examples.
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9.7 Payment relationship sharing

Payment relationship sharing is when one merchant has an existing payment relationship
with a set of buyers and provides a mechanism through which other merchants can
receive payments through the same relationship.

Many companies such as telecom operators, internet service providers, and power
companies have existing payment relationships with large sets of users, for example
through a monthly invoice. Let’s say merchant X is such a company and merchant Y is
company that does not have any billing relationships at all. Merchant Y can sell services
to the customers of merchant X and “ask” merchant X to deduct the users for that. This
way merchant Y can get away with having only one billing relationship (with merchant
X) instead of thousands or millions.

This is illustrated in the diagram below:

3 . Execute payment

1. Make
purchase
Merchant Y Merchant X
2. Report
purchase
4. Pay for
purchase

1. The buyer purchases a product from merchant Y

2. Merchant Y reports the purchase to merchant X.

3. Merchant X executes the payment. The mechanism for this depends on which
type of payment relationship merchant X has with the buyer. If it is an invoicing
relationship, for example, merchant X would add this purchase to the uset’s
monthly invoice.

4. Merchant X pays merchant Y, either online or offline at a later date.

To minimize the amount of integration required merchant Y could ask the user to
execute the payment himself, for example by sending a premium SMS to merchant X.
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This is illustrated below:

1.Make 2 Ask userto
purchase  pay merchant X
Merchant Y

4.

P

=] AT ‘
@lmb

3. Execute payment

Merchant X

4. Pay for
purchase

The buyer purchase a product from merchant Y

Merchant Y asks the user to pay merchant X, for example by instructing the user
to send a premium rate SMS or connect to a specific web address.

The user pays merchant X using whatever mechanism was provided by

merchant X.

Merchant X pays merchant Y, either online or offline at a later date.

This type of payment solution is similar to buyer-initiated and merchant-initiated bank
transfers. The difference is that in this case merchant X is not a bank, i.e. merchant X
does not store the buyer’s money.

Payment relationship sharing

Advantages

Disadvantages

Neither the buyer nor the merchant
needs to set up a new payment
relationship.

Unclear responsibilities in some
cases, since the buyer is not paying
to the same company that he is

e The merchant can benefit from an purchasing from.
existing trust relationship between ¢ Administration can get complex.
the buyer and another merchant. ® Requires complex technical

e Merchants with existing payment integration in some cases.
relationships can increase their
revenues by sharing the payment
relationship with other merchants.

9.7.1 Premium rate SMS

This solution is offered by many telecom operators in Europe, for example the Swedish
telecom operator Telia. Telia has a monthly invoicing relationship with millions of users
in Sweden. A merchant can purchase a phone number from Telia worth for example €1.
Every time a user sends an SMS’ to that number €1 will be added to that user’s phone
bill and the telecom operator will pass through a subset of that money to the merchant.

* “Short message service”, a service for sending short text messages to mobile phones.
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The merchant can now sell products and services to users and have them pay by simply
sending an SMS.

In many cases the merchant’s premium SMS phone number is associated with a fixed
price, for example €1. In some cases, however, the merchant can control how much is to
be deducted separately for each purchase, which offers more flexibility.

The average revenue split for a premium rate SMS message of €1.00 gives the mobile
operator €0.40, the broadcaster / production company €0.25 and the solutions provider
€0.15. The remaining €0.20 covers taxes'’.

9.7.2 Premium rate phone calls

This is similar to the premium rate SMS solution, except that the payment is made by
calling a phone number instead of sending an SMS. The amount to be deducted might be
fixed, it might depend on user interaction during the phone call, or it might depend on
the length of the phone call.

This payment model as well as premium rate SMS is used by many merchants in Sweden
that provide custom ring tones and logotypes for cellular phones.

A premium rate phone call model is used in a partnership between Coca Cola and Telstra
Mobiles to provide the service dial-a-coke. This service allows users to purchase a drink
from a vending machine by dialing a premium rate phone number, thus having the drink
deducted on the phone bill"".

9.7.3 i-mode

i-mode is a service offered by the Japanese telecom operator NTT DoCoMo that
essentially turns the mobile phone into a web browser'®. Most web pages on the Internet
are written in HTML" but NTT DoCoMo has invented a subset of this called CHTML
(“compact hypertext markup language”), which is optimized for low bandwidth and
small screens. Most i-mode services are written using CHTML but this is not a strict
requirement. HTML pages can be displayed as well, but may look incorrect if they
contain tags that are not included in the CHTML subset.

Users are charged for the amount of traffic sent to the phone, in the same way the
European telecom operators charge for WAPT traffic over GPRS.

As opposed to most telecom operators offering WAP and GPRS services, however,
DoCoMo has also provided a payment solution for i-mode. Any content provider can, if
approved by DoCoMo, provide content to i-mode users and charge subscription fees.
The payment model for third party content providers is quite simple and straightforward

* “HyperText Markup Language”, the authoring language used to create documents on the World Wide
Web.

T “Wireless Application Protocol”, a protocol that allows users to access information instantly via handheld
wireless devices such as mobile phones, pagers, two-way radios, smartphones and communicators, in much
the same way that web browser access web pages on the Internet.

 “General Packet Radio Service”, a standard for wireless communications which runs at speeds up to 115
kilobits per second, compared with current GSM (Global System for Mobile Communications) systems'
9.6 kilobits.
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— the content provider can charge 100, 200, or 300 yen (i.e. €0.8, €1.6, or €2.4) per month
for a service, and DoCoMo retains 9% of this. Thus the content provider can earn at
most €2.2 per month per service per subscriber.

i-mode includes a simple interface in the mobile phone through which users can add or
remove subscriptions. The monthly payments are added to the user’s phone bill. Thus
the billing relationship that NTT DoCoMo has with its users is shared with content
providers.

9.7.4 C-mode

C-mode is a mobile commerce platform developed as cooperation between Coca-cola
Japan, NTT DoCoMo, and Itochu". The aim of C-mode is to provide a link between
mobile phones and vending machines. Coca Cola is in the process of upgrading 1 million
vending machines in Japan providing them with a color screen, numeric input buttons,
and a printer. This is shown in the photo below:

When a user becomes a C-mode customer he receives a virtual membership card in the
form of a two-dimensional barcode image stored on his mobile phone. The user
identifies himself to a vending machine by placing his phone next to a small optical
reader (see the bottom of the picture above). The user can then buy a drink the “normal”
way (i.e. placing coins in the slot) and receive C-mode “points”, a loyalty program
intended to increase the sales of drinks in vending machines. The C-mode points can be
spent on a wide range of services, including services such as a physical maps and
coupons (printed directly on the vending machines printer).

Third party vendors can sell services to users and accept C-mode points as payment, thus

C-mode allows merchants to share the payment relationship between a user and vending
machine. The vending machine acts like a deposit box for a C-mode account.
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9.8 Physical cash

Physical cash payments are made by handing physical tokens to a merchant. This is
described in more detail in chapter 5.2.1.

Physical cash

1. Make 2. Give physical
purchase cash

vy

(S8 D 3 Merchant
W

Physical cash

Each currency (US dollar, Euro, Yen, etc) is essentially a payment system. Since these
payment systems are virtually identical in nature I will not analyze them further.

9.9 Electronic cash

Electronic cash payment systems are based on users and merchants carrying around their
money in much the same way as physical cash, as opposed to storing money in
centralized locations such as bank accounts. The nature of electronic cash is discussed in
chapter 5.2.2.

Electronic cash is often stored as digital data on a memory chip controlled by a small
processor embedded on a plastic card. Such cards are commonly known as “smart cards
since they, as opposed to magnetic stripe cards, can do more than just store information.

2

The picture below shows two cards. The left is a magnetic stripe card; to the right is a
processor card (a.k.a. “smart card”). Both types of cards can store information, but only
the processor card can protect the information it holds. The processor itself is embedded
in the golden rectangle under the text S| E | B.
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A payment using electronic cash is typically carried out by deducting one cash card and
crediting another cash card, just like with bank accounts. Unlike bank accounts, however,
it is possible for the owner to physically access and manipulate his cash card. So what
happens if I have a cash card with €10, make a payment of €1, and then
programmatically access my cash card and add €1 again? Or what happens if I tamper
with the payment terminal to “catch” the €1 as it is being paid, so that I can duplicate the
operation later and thereby spend the same €1 again?

These are the types of issues that electronic cash payment systems must deal with.
Generally speaking the solution will be either centralized or decentralized.

In a centralized solution each digital “coin” has a unique identity and a centralized
database provided by the coin issuer keeps track of which electronic coins have been
issued and spent. This makes it difficult to double-spend, but requires that the central
database be checked and updated for every single transaction. Furthermore, since each
coin can only be spent once, new coins must be created after each purchase. This type of
solution is in most cases not feasible for micropayments as the cost of connecting to a
centralized server and minting new coins may very well exceed the price of the purchase
in the first place.
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A sample payment using a centralized solution is illustrated in the diagram below:

Buyer's Terminal
3. Enter
payment—p»
amount <y, Buyer's cash card
4. Deduct
payment
amount -
1. Make purchase Electronic cash
2. Ask for |
payment |

5. Send electronic coins

Merchant's Terminal

L)
D

<amy, Merchant's cash card

9. Add
Merchant new coins

S

Electronic cash

6. Verify
that the
coins have
not
already
been spent AN El h 8. issue
me= Electronic cash issuer new coins
100084 spent
7. Mark 100802 spent
those coins 100003
as spent 100004
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1. The buyer makes a purchase.

The merchant asks the buyer to pay.

3. The buyer puts his cash card in a payment terminal and enters the amount to be
paid.

4. 'The payment terminal communicates with the payment card and asks it to deduct
the given amount of money.

5. The payment terminal sends the electronic coins to the merchant’s payment
terminal.

6. The merchant’s terminal checks who issued the coins (for example a bank),
connects to the issuer, and asks for a verification of the coins.

7. 'The electronic cash issuer looks at the serial number of each individual coin
being paid, compares against a database of all issued coins, and makes sure those
coins have not already been spent eatrlier.

8. The electronic cash issuer marks the given coins as spent.

9. The electronic cash issuer generates new coins of the corresponding amount and
sends to the merchant’s terminal.

10. The merchant’s terminal adds the given coins to the merchant’s cash card.

In a decentralized solution cryptographic techniques are used instead of a centralized
database. This is more complex and less secure but will significantly increase the
performance of the system since no connection has to be made to a third party for each
purchase and the same coins can sometimes be reused.
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A sample payment using a decentralized solution is illustrated in the diagram below:

‘@ Buyer's Terminal
)

3. Enter
payment——m» {52 g
amount \ <y, Buyer's cash card
4. Deduct \%/
payment
amount -
1. Make purchase Electronic cash
2. Ask for |
payment

5. Send electronic cash

‘@ Merchant's Terminal
-’ |

‘ \\\\\\\\\\\\\\
" &

| >
<y, Merchant's cash card
Merchant i. Add @
payment
amount
Electronic cash

9.9.1 Millicent

Millicent is a decentralized micropayment system that was developed by Digital
Equipment Corp in 1995%. The original goal was to find a way for online magazines and
newspapers to be able to sell access to online content.

Millicent is centered around a concept named “scrip”. Scrip is a form of digital cash
represented as numbers. Each merchant who wants to accept Millicent payments must
generate their own scrip using tools provided by Millicent. In order for a user to make
purchases from a merchant he must obtain enough scrip from that particular merchant.
This is simplified through the use of brokers. A broker is like a merchant who sells scrip
on behalf of other merchants.

Each user is associated with a broker. When a user enters the Millicent system he can
purchase “broker scrip” from his broker. This is a form of merchant-independent scrip,

i.e. the electronic money is tied to the broker but not tied to any specific merchant.

When the user wants to purchase a product from a merchant he needs to obtain scrip for
that particular merchant. This is done via the broker, i.e. the user purchases merchant
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scrip from his broker, thus exchanging broker scrip for merchant-specific scrip, which
can then be used to make the purchase.

Scrip is like a bill. It includes information about the value of the scrip and who issued it.
It also includes an expiry date, an electronic signature, and other security-related
information. All this is encoded within a single long number. When you make a payment
that is smaller than the value of the bill you receive “change” in the form a new, smaller

bill.

Let’s say a user owns a piece of broker scrip worth €1, and he now wishes to read a €0.05
article from a merchant. First he needs to purchase merchant-specific scrip, so he sends
his €1 broker scrip to the broker and receives two pieces of scrip in return — a merchant-
specific €0.05 scrip, and change in the form of a €0.95 broker scrip. The user can then
purchase access to the article using his €0.05 merchant scrip. Since the merchant was the
one who issued the €0.05 scrip in the first place” he can verify its authenticity without
needing to communicate with an external system.

This may sound complex but the user does not need to handle the process manually.
Instead the user installs Millicent software that acts on the behalf of the user when he is
making payments. All the user has to do is authorize payments and set up payment rules.

Millicent is designed primarily to handle payments in the range €0.001 to €5.

9.9.2 Ecash

Digicash, founded in 1994, developed a payment system called Ecash that was intended
to provide fully anonymous secure electronic cash for Internet use®.

Ecash, like Millicent, is represented as digits stored locally on a user’s computer. Unlike

Millicent, however, Ecash is a centralized solution. When a buyer pays a merchant using
Ecash, the merchant must connect to the Ecash issuer to verify that the money has not

already been spent elsewhere. Thus the buyer and the merchant must have access to the
same Ecash issuer (typically a bank).

One of the central features of Ecash is anonymity. Using a cryptographic technique
known as blind signature a user can purchase Ecash from a bank without revealing his
identity, thus Ecash users can be fully anonymous. This type of strong personal integrity
has an adverse side in that it makes it easier for criminals to launder money, receive
ransom payments without getting caught by the police, etc.

Payments as small as €0.01 are possible using Ecash, but due to the overhead of the

centralized architecture large numbers of such payments are not really economically
feasible.

9.9.3 Mondex

Mondex is an electronic cash system based on processor cards™. It was developed in
1990 by NatWest, a major U.K. banking corporation. In 1997 Mondex became a

* Strictly speaking the merchant did not issue the individual scrip. The merchant entered a license
agreement with the broker, allowing the broker to produce merchant scrip in a specified range of IDs using
an agreed-upon secret. The merchant produced the ID range and the secret, but not the individual piece
of scrip.
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subsidiary of MasterCard International®. Mondex is a decentralized solution, i.e. a user
can pay money to a merchant without involving a third party such as a bank. Both the
user’s card and the merchant’s card maintain a short transaction history, which increases
the security at the cost of personal integrity and anonymity.

MasterCard issues credit cards that include a Mondex chip. The chip can be loaded with
digital cash using an ATM. A suit of devices are provided to support functionality such
as checking the balance on a card, transferring money from one card to another, locking
a card so that a potential thief can’t use the card if it is stolen, etc.

9.9.4 “Cash”

In 1996 an electronic cash card payment system was initiated by several Swedish banks
under the slightly misleading name “Cash”. The underlying protocol and technology is
based on Proton, a system that was provided by Banksys, a software company owned by
Belgian banks.

Owners of these cards can load them with money using small terminals that are available
in many locations such as retail stores and bank teller machines. The terminals allow the
user to transfer money from a bank account to the card, which can store up to €165.
When the user wants to make a purchase using his cash card, he places his card inside a
small terminal at the cashier of a store. The clerk has a terminal of his own in which he
enters the amount to be paid. The user presses a button to confirm the payment, in
which case money is transferred from his card to the merchant’s card terminal. At the
end of the day the merchant transfers the money to his bank account through a dialup
connection.

This is a decentralized electronic cash system; no centralized bank must be involved in
the purchase.

9.10 Mixed payment solutions

Many companies provide payment systems that aggregate or simplify access to other
payment systems. This is useful for merchants who don’t want to be locked in with one
payment system, who want access to many payment systems at the same time, or who
find a particular payment scheme too complex and want another company to act as an
intermediary to provide a simpler interface.

9.10.1 YadaPayment

YadaPayment is a payment suite provided by the Swedish company Goyada.
YadaPayment allows merchants to access a number of payment schemes in a simple
unified way. This includes Internet bank payments, premium SMS, and premium phone
calls. For example if a merchant wants to accept premium SMS payments that are
accessible to all users in Sweden he would have to set up agreements with all three
telecom operators in Sweden and integrate separately with each one. Using YadaPayment
the merchant only has to set up one agreement and integrate with one technical system.

9.10.2 Debitech

Debitech is a Swedish company that provides access to a wide range of payment-related
services such as Internet bank payments, credit card payments, invoicing services, and
loyalty card services.
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Chapter 10 Analysis

What are, then, the most critical factors influencing the success or failure of a
micropayment system? In this chapter I will highlight certain payment solutions that I see
as interesting examples of success or failure, weigh in the opinions and experiences of
people that I have interviewed, and attempt to identify the causes of success or failure.

10.1 Success stories

10.1.1 i-mode

i-mode was launched in February 1999 and by April 2002 there were over 32 million
subscribers in Japan and over 3000 available services™. Other Japanese telecom operators
have achieved comparable success with their similar competing services EZ-web (8.7
million subscribers), H-Link (1.5 million), and J-sky (8.8 million)™.

Take a subway ride in Tokyo and you will find a large proportion of the people in the
train car staring at their phones, emailing, reading news, playing games, etc.

I visited Tokyo and interviewed several persons working at NTT DoCoMo and related
companies such as Cybird, CTC, and Itochu, and I believe the reasons for the success of
i-mode are:

e NTT DoCoMo already had a telecom network covering the whole population of
Japan and had billing relationships in place with all these people. More
importantly, DoCoMo was willing to share this payment relationship with
independent content providers.

e Itis simple for the buyer to pay. Using his phone the buyer browses to a site and,
when he tries to access a pay service, he is asked if he wants to subscribe. One
button-click later the subscription is complete and the cost will be added to the
buyer’s phone bill each month.

e Subscription model instead of pay-per-view model results in stronger loyalty.

e The buyer does not have to actively pay each time he uses the service, only once
to start the subscription. His cost for using the service is not really noticeable
since it is hidden as a relatively cheap item in the phone bill.

e Simple economic model. Very few pricing options are available to merchants,
which makes the technical integration easier.

e Merchants do not have to set up billing relationships with users — this is all done
by NTT DoCoMo.

e Many potential security issues have been eliminated by only making it possible to
purchase products that are consumable via the mobile phone. If it were possible
to purchase physical goods using the i-mode payment system then it would be
possible for a criminal to “borrow” somebody’s mobile phone to make a
payment.
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i-mode has succeeded despite the following disadvantages:

e i-mode can only be used to purchase content that is consumed on the phone. It is
not possible to use i-mode to pay for a drink in a vending machine, or to pay for
an Internet magazine.

e Content providers must go through a complex and time-consuming validation
procedure before being allowed to provide premium i-mode services through the
official i-mode menu.

10.1.2 PayPal

There are many controversies surrounding PayPal, including lawsuits and anti-PayPal
websites, but the usage figures tell an undeniable success story.

PayPal was launched in 1999. By June 2001 they processed an average of 165000
payments per day totaling USD 8.2 million”. By august 2001 there were over 15,000
websites accepting PayPal payments, constituting over 10% of all Internet traffic in the
financial services category. By November 2002 PayPal had over 20 million users,
including more than 3 million business accounts”. E-bay, with 46 million users
wotldwide, has announced plans to acquire PayPal®.

The following factors probably contributed to PayPal’s success:

e  Viral marketing effects™. It is possible to send money to a person who is not yet
a PayPal member. The recipient will receive an email stating that he has money to
collect and that he has to register with PayPal in order to receive the money.
There is also a referral bonus system — anyone who puts a PayPal logo on a
website will earn USD5 for each person who clicks the logo and signs up as a
customer.

e Free for non-merchants. Other email-based payment solutions such as
eMoneyMail (discontinued since July 2002) charge users a fee for each

: 30
transaction .

e Person-to-person payments. People who sign up for PayPal can send money to
other people as well as merchants.

e Users are not required to pre-deposit money. It is possible to users to deposit
money into their PayPal account, but it is not required. The user could have
money drawn from a separate bank account automatically when a payment is
made. Ecount, a similar email-based payment solution, is not as appealing since it
requires users to deposit money into their account before they can send money.

e Relatively simple setup process. The user does not have to download any
software or sign any papers; it is a pure web-based registration process that only
takes a few minutes.

PayPal has succeeded despite the following disadvantages:

e Enough customer complaints to warrant at least two dedicated anti-PayPal web
sites. The customers complain about bad customer service, bad terms of service,
locked accounts, and more.

e Relatively complex payment process.

[*] http:/ /www.paypalwarning.com and http:/ /www.paypalsucks.com

page 55



What makes a micropayment solution succeed

10.1.3 Premium SMS / Premium phone calls

Premium rate SMS payments started appearing in 2001 and have since then become a
norm for spontaneous payments in conjunction with TV broadcasts. For example the
German television show, 'Jede Sekunde Zihlt' (Every Second Counts) invited users to
send SMS messages to influence which contestant would win a competition. This call to
action generated 1.2 million SMS messages within half an hour.

Premium phone call payments have been around longer but many telecom operators are
attempting to replace this with premium SMS, probably due to the higher expense of
processing phone calls. The advantage of phone calls however is that the user does not
need to own a mobile phone and does not need to know how to send SMS. In
November 2002 the Swedish television gala “Virldens Barn” (Children of the World)
raised over €7 million in charity through premium phone calls during the course of the
two hour show".

Phone-based payment systems are now increasingly being used to pay for Internet
content such as games and news.

The following factors probably contributed to the success of phone-based payments.

e No registration required for user, any mobile phone owner with access to a
telecom network with premium services could make payments through this
medium.

e Fase of use, the user needs only send an SMS or make a phone call. Virtually all
mobile phone owners know how to make a phone call. Many people don’t know
how to send SMS, but SMS is still widely used today within Europe with 5 billion
messages being sent per month™. A Gartner group report in November 2002
indicates that more Europeans use SMS than email™.

e User does not need to be near a computer. For most users that own both a
mobile phone and a computer, it is more likely that the mobile phone is on and
within reach than the computer. When watching TV, internet-based payment
solutions cannot compete since most users do not have computers with Internet
access within reach from their favorite TV couch.

Phone-based payments have succeeded despite the following disadvantages:

e The user has little control over how much he will be deducted for an SMS or call
- he must trust the merchant. Furthermore there is rarely any easy way for the
user to found out how much he was deducted until he looks at his phone bill.

e The merchant’s share of the revenue is low compared to other payment
solutions.

e The user must own a mobile phone.

e Low security. No password is required to make the payment, so anybody who
picks up somebody else’s phone can make payments on behalf of that person.
Mobile phones usually require some kind of pin code during startup, but since
few people shut off their phone between calls this isn’t a relevant protection.

10.1.4 VISA / MasterCard

Credit card payment systems, spearheaded by the Visa and MasterCard brands, are
considered a standard today in both physical stores and Internet stores. Credit cards,
along with cash, represent the most common payment mechanism available today. The
usage figures speak for themselves:
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Visa™ MasterCard™
Transaction volume €1800 billion €537 billion
Number of cards 1 billion 1.7 billion
Number of merchants 25 million 28 million
Number of countries and | 137 210
territories

I believe that the main factor contributing to the success of credit card payment systems
is the fact that they were invented by and distributed by banks.

Users trust their bank (otherwise they wouldn’t deposit their money there), and it
is easier to accept a payment solution from a company that you already know and
trust.

Banks already had the necessary infrastructure and routines for processing
transactions and clearing payments.

Credit card payments have been around since the early 1960s, i.e. long before
Internet or mobile phones became widely used. Thus the banks could create an
Internet interface to existing payment processing systems, as opposed to new
payment systems that had to be invented from scratch.

Credit cards can be used in both physical stores and Internet stores, and can be
used in bank teller machines to obtain physical cash.

Through the above advantages credit card payment systems managed to reach
critical mass, thus causing the number of merchants and users to continue
growing through pure network effects.

Credit card payment systems have succeeded despite the following disadvantages:

Low security — anybody who knows your name, credit card number, and expiry
date can access your account, which includes at the very least all merchants you
have ever purchased from. Furthermore the information is printed right on the
card.

Person to person payments are not possible in any practical way.

Expensive for merchants, especially for small transactions.

Large threshold for both buyers and merchants to join the system. Often requires
physical documents to be filled in and sent through mail, physical cards, and
validation processes.

10.2 Failure stories

10.2.1 Beenz

Between 1999 and 2001, beenz.com raised $89 million in venture funding and established
operations in 13 countries. After 18 months of existence there were 5 million Beenz
account holders. Despite this apparent success Beenz shut down in August 2001, giving
users 10 days notice to spend their Beenz. However by then very few merchants would
accept Beenz, since they would not be able to convert the Beenz back to cash. This was a
disastrous blow against the credibility of all online payment solutions, the equivalence of
a bank that goes bankrupt and takes all customers’ money with them.

With such a promising start, why did Beenz fail?
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According to Charles Cohen, founder of Beenz, the fact that Beenz was designed as a
symmetrical payment system spelled its demise™. The Beenz currency was supposed to
circulate freely and without any friction, however the nearer they come to achieving this
the less money they would earn. Someone has to pay for the payment — in the physical
cash payment system this is done by banks and taxpayers in conjunction with the
production and distribution of physical cash. In credit card payments the merchant pays
for the payment. If the payment system provider cannot earn money then the payment
system will disappear.

Other probable reasons for Beenz failure are:

® Beenz had no affiliation with any financial institution®, which made it difficult to
earn long-term trust and credibility.

e The terms and conditions that user were required to accept did not offer any
security. For example the following condition was included’”: “beenz.com may
terminate the Beenz economy at any time. If beenz.com chooses to do so, any
Beenz in the Member's account may be invalidated by beenz.com, and the
Member will not be entitled to any compensation of any kind for such invalidated
Beenz; however, beenz.com may not do so until ten (10) days after beenz.com
has posted its decision to terminate the Beenz economy on this web site (or a
successor web site), or has otherwise notified the Member.” This effectively
means the user must check the Beenz site about once per week or risk losing all
his Beenz without notice. As it turned out the user lost their Beenz anyway, since
when Beenz did post this notice no merchants would accept Beenz any longer.

e Users could not convert Beenz to real currencies.

e Merchants could convert Beenz to real currencies, but the exchange rate of 50%
was unreasonably high.

10.2.2 “Cash”

Despite heavy investments and marketing efforts the Swedish electronic cash system
faded away quite quickly. By February 2001 there were 35,000 payment terminals in
Sweden, 5000 load terminals, and 7.7 million electronic cash cards. The payment system
was supported by banks, most people had heard of it, and all the necessary infrastructure
was in place. This was not enough to ensure success, however. Merchants were not
satisfied with the system and started returning the terminals. Buyers who started using

the payment cards stopped doing so eventually”, and today the system is hardly used at
all.

The following reasons are generally described as the main reasons for the failure of this
payment system:

e The electronic cash card was marketed as an alternative to physical cash and
credit cards, and intended to be used in physical stores. Physical stores, however,
offer a number of widely accepted competing payment methods such as physical
cash and credit cards. The cash card might have succeeded better if marketed as
an Internet payment solution.

e No benefit to users. The banks tried to create a demand artificially, but in the end
most users found physical cash and credit cards to be more practical. The
electronic cash card did not offer any easy way to see how much money you
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have, or to transfer money to a friend. Physical cash is accepted by virtually all
stores, electronic cash is not. Furthermore there is no easy way to exchange
electronic cash into physical cash.

e No benefit to merchants. Electronic cash does not replace physical cash, so the
electronic cash payment system requires additional investments and technical
integration in the stores.

e Ixpensive. Initially the system was free for both users and merchants, which
possibly explains the initial success. However as soon as fees were introduced it
became difficult for users and merchants to justify the cost.

e The banks that initiated the system focused too much on their own needs and
too little on the needs of users and merchants.

10.2.3 Millicent

Despite a strong theoretical foundation and well-designed technical architecture Millicent
never made it from trial to commercial use, and is not in use anywhere today. This is
probably due to a combination of the following factors™

e Complex setup procedure for buyer, requiring installation and configuration of
specific software in the computer. Once setup is complete the transaction
procedure is very simple compared to solutions such as PayPal, but too few users
were willing to go through the setup procedure.

e It is difficult to take your money with you, since the money is stored inside your
computet.

e Lack of partnership with a large trusted party such as a bank or major content
provider.

e Since the solution was never used in large scale, the scalability advantages of
having a decentralized solution never quite came to use.
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Chapter 11 Conclusion

One conclusion I have reached is that a payment solution’s likelihood of success
increases significantly if it builds upon an existing billing relationship between a company
and its users. Most people have several existing billing relationships, typically through
monthly bills such as the phone bill, the electricity bill, rent, etc. Many of these represent
vendor-specific micropayment solutions that use aggregation to minimize the transaction
cost. For example the cost of a short phone call in Sweden is around €0.2, and the
monthly phone bill is an aggregation of a large number of such costs. Allowing multiple
vendors to share such a payment relationship represents a very practical and cost-
effective solution.

Another conclusion I have reached is that trust is more important than security, and that
many payment solutions have failed because they focused too much on security. Users
and merchants are more likely to use an insecure payment system from a trusted
company than a secure payment system from an untrusted company. This is supported
by many of my interviews as well as the fact that most of the successful payment
solutions in use today originated from trusted entities such as banks and telecom
operators.

Since trust is easier to keep than to earn it is easiest for a payment solution to succeed if
it builds upon existing bonds of trust. i-mode and premium SMS are built upon the trust
between a user and his telecom operator. VISA and MasterCard are built upon the trust
between a user and his bank.

PayPal is an interesting exception since their solution is not built upon an existing bond
of trust, however their continued success is based on the fact that they have passed the
critical level where there are enough users and merchants to make the payment solution
appear trustworthy in its own right. There are countless examples of similar payment
solutions that have faded away because they failed to reach a critical mass of users and
merchants. I believe PayPal succeeded because of a good technical solution, a viral
marketing strategy, a strong partner (e-bay), and strong funding.

PayPal may well fail in the future, however, because of increasing numbers of complaints
from users, but the failure will in that case be caused by lack of trust, not primarily
technical or economical reasons.

Once a payment solution has credibility in the eyes of the users, I believe the secondary
factors determining the success or failure are the ones listed in my hypothesis in chapter
Chapter 6 :

e DPervasiveness

e Ease of joining

e FHase of use

e Fixed transaction cost
e Transaction speed

Another conclusion I have reached is that micropayments as low as €0.1 or less are still

uncommon. This is possibly explained by the fact that none of the major payment
solutions today make it convenient or economical to handle such small payments. There
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have been many attempts at providing such solutions, for example Millicent, but they
have not earned enough trust to succeed on a large scale.

Is there, then, really a demand for smaller micropayments? This is a controversial issue
and during my interviews I have heard differing opinions on this matter. My personal
opinion is that there is a strong demand for micropayments but that it cannot be
implemented as a new payment solution — it has to be done via an existing payment
solution that already has earned trust.

I believe the next logical step for existing payment solution providers will be to provide
smaller and smaller payments. This is difficult for older, more expensive infrastructures
such as Visa (based on expensive bank systems) and premium SMS (based on expensive
telecom systems), due to the high cost of processing transactions. Newer more
lightweight infrastructures such as PayPal are more likely to succeed in providing smaller
micropayments, but it is still a challenge. To handle small payments effectively the
technical overhead for each transaction must be very small. It is therefore most likely that
an existing solution focusing specifically on micropayments, such as Millicent, will be
integrated with an established solution such as PayPal or Visa. From the user’s
perspective the system will be provided by the same trusted partner as usual, but
technically speaking it will be a whole new system.

My final conclusion is that it is extremely difficult for new payment systems to achieve
widespread acceptance, and that any company that wishes to enter this area must have
plenty of capital, be willing to wait years before return on investment, establish
partnerships with major trusted companies that have existing payment relationships with
millions of users (for example banks and telecom operators), implement a technical
solution that is fast and easy to use for all parties, and make sure that both merchants and
buyers actually benefit from the new payment system.
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Appendix A

Interviews

Below is a list of people interviewed for this project, ordered by last name.

Name Company Location

Danny Furtenhelm Manager development, Stockholm, Sweden
Paynova AB.

Robert Gronborg Invest in Sweden Agency. Tokyo, Japan

Patrik Karrberg Assistant manager, Sky Tokyo, Japan
Think System Co., Ltd.

Bertil Krumnack Managing director, Global | Gothenburg, Sweden
Fun AB.

Kenji Kuboshima CTC Inc. Tokyo, Japan

John Lagerling NTT DoCoMo, Inc. Tokyo, Japan

Mark Manasse Microsoft (previously Mountain View, USA

Digital Systems Corp,
invented Millicent)

Magnus Nerve

Senior manager, Cybird
Co.,Ltd.

Tokyo, Japan

Shunsuke Noda General Manager, Itochu Tokyo, Japan
Corporation.
Hidetoshi Ota Itochu Corporation. Tokyo, Japan

Lennart Stenberg

Science and Technology
Counselot, Science &

Tokyo, Japan

Technology Office.
Stefan Stenberg Brostaden Stockholm, Sweden
Johan Thalin Mint AB. Stockholm, Sweden
Niklas Thurfjell Customer implementation | Stockholm, Sweden
manager, Paynova AB.
Masaaki Wakahara Senior Consultant, CTC Tokyo, Japan
Inc.
Takehiko Wakayama Cofounder & Executive Tokyo, Japan
vice president, Ebank
Corporation.
Wouter van der Wijngaart | CTO, Mint AB. Stockholm, Sweden

The questions for the interview were adapted specifically to each company, but some
questions were used in almost all interviews.
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The following questions were used in interviews with payment solution providers:

e What does your company do?

e What type of company are you? For example a bank, an application service
provider, a software development company, a payment system aggregator, a
portal, etc.

e What types of goods and services are people willing to pay for?

e In which situations today is there most need for a new payment system?

e Which assumptions did you make in the beginning? Which turned out correct,
which turned out wrong?

e Was the development market-driven or technology-driven?

¢ Did you change your approach along the way? If so how?

e Which of your payment solutions do you think is strongest?

e Will you design new payment solutions, or focus on one of the ones you have
today? Which improvements do you plan?

e What is the security architecture of your payment system?

e What is the economic model of your payment system? Who pays who, interest
rates, fees, etc.
e How is your payment solution packaged?
e How is your payment solution compared to competitor X, Y, and Z?
® Buyer’s perspective:
o What is most important to the buyer?
o What do the buyers think of your payment system? What are they asking
you to improve?
o How many and what type of helpdesk cases do you get?
e Merchant’s perspective:
o What is most important to the merchant?
o What do the merchants think of your payment system? What are they
asking you to improve?
e What is your current market share?
e Which companies do you compete with? What other types of solutions compete
with your solution? What other types of solutions could replace yours?
¢ How was the technology obtained? Developed in-house? Outsourced? Licensed?
e How is the technical operation handled?
e How does the user interface look?
e How does payment-clearing work?
e What makes a micropayment solution succeed?
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The following questions were used in interviews with merchants:

e Which payment system(s) do you use today?

e What were your requirements and constraints before you chose to use this
payment system?

e Which other payment systems did you reject? Why?

e What is most important for the buyer?

e What is most important for you?

e What is the economic model of the payment systems you use today? Who pays
who, how much, and when?

e Are you considering changing to a new payment system? Which one in that case,
and why?

e Which types of improvements would you like to see in your current payment
system?

e What do your buyers think about the payment system you are using?

e What other types of services would the chosen payment system be suitable for?

e What makes a micropayment solution succeed?
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Appendix B List of payment solutions

Below is a list of the names of all payment solutions discovered during the course of this
project. This is only a fraction of all available payment solutions on the market.

This list only includes payment solutions that are reasonably generic, i.e. can be used to
make payments to more than just one company.

@Pos Europay international Park & Ring
Amidogen FirstLook Parkit
Authorize.net First Virtual Pay and read
Autogiro Flooz Pay with mint
Aver FreeRide Pay2Go
Ballard GiantRewards PayBox
Bank Pass GiSMo PayCash
Beenz GlobalCollect PayDirect
Bib it Handelsbanken Payit
BallPoint icePAY Payitmobile
C2it i-mode PayMe.com
Caixamovil InternetCash Paynova
CardLock iPin PayPal

Carta Facile iWon Paysafecard
Cartio Jalda PayWare
Cash Kontopass net900 PayWord
Cashcard LET System P-mint
CashX MagnaCash PointClick
Chargeit Dial Marconi Online Postgirot
Click & Pay Net900 Memolink Praxell
ClickMiles MicroMint Qpass

Clip MicroMoney Safetrader
CoCyph MilliCent Safety Pass
Coinlet/liblet MiniPay Safety voucher
ComBill MiniPay SE-banken
CS-VPOS Mint121 Shopper
Cybercash Mobile Commerce Skandiabanken
CyberCoin Platform Smartaxis
Cybergold Mobilepay Spacecoin
Cybermoola Mondex Streetcash
Cyphermint Moneta TargetShop
Debitech MoneyZap Telecash
Digicash Movercard Telepay light
EasyBuy Movilpago Trintech
Ebank Japan M-pay bill TrustedCash
eCash MyPoints Visa
eCharge Phone NetBill VisaCash
Ecount Nordbanken V-Sync

Edy Omnipay Wallet
E-Gold OneCredit WiSP
EMoneyMail Open market YadaCash
Europay Paradox YadaPayment
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AT&T Prepaid Internet Service, 39
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